Abstract: Cyber security is a major concern to cloud service vendors, social networks, money transfer services and mostly the user. Lack of cyber security causes losses to companies and even death to new social media users. Without cyber security, cloud adoption becomes a problem because the user is not satisfied of the safety of his/her information in cloud storage. Many companies have adopted the cloud computing system to improve on their storage facilities and save on the cost of buying the hardware. Cloud computing services are efficient to the user and he/she can easily retrieve information with any device connected to the internet. Using the cloud computing services, however, comes with challenges. It is can be attacked by hackers to be used to their advantage, just like other internet provided services. The paper will use a pragmatic approach to compare company performance on those adopted to cloud computing and those that still use traditional methods of storing data along with the importance of cyber security to the government and the public.
Introduction
Cyber security is the protection of information systems from major criminal activities such as cyber warfare, cyber terrorism, and cyber espionage provided for the well-being of user's privacy. It is also known IT security or computer security. Cloud computing, on the other hand, is the practice of using a network of remote servers as storage, data processing, and management for users hosted on the internet instead of using a personal computer or local server. It is, therefore, a government priority to guard its web security. Internet security covers browser security by ensuring all transactions done over the internet are protected from malicious activities. Internet security should be a priority for all businesses that rely on the internet for their transactions. Good cyber security protects the significant details of the company information, data, servers, and the network hardware. The e-commerce business can disintegrate if attacked and lead to massive losses and mistrust from the public. In a case of government cyber-attacks, distributed denial of service (DDos) ensures that most networks remain inaccessible and lose a lot of vital information to fraudsters whom are intellects to cyber hacking.
Technological advancement has made cyber security an issue of concern. The internet hackers, however, still out-smart technology since they have the knowledge of how internet advancement is done and maintained. It is a war between computer forensic scientists and cyber criminals. Cyber criminals normally are individuals who are computer literate and are experts in their field of operation. They are computer scientists with an evil agenda of acquiring wealth illegally or destroying the infrastructure of a country for the purpose of terrorism [1] .
The organization of the paper is as follows: Section 2 presents some related works in cloud computing those have addressed several security issues, section 3 discuss various issues in adapting cloud computing , section 4 is the experiment of adoption of cloud computing, Section 5 discusses various threats of cloud computing , section 6 describes efficiency of cloud computing , section 7 presents privacy challenges of cloud computing and companies concerns about cloud computing and section 8 is the conclusion of the work
Related work
A number of researches [2] - [5] have been conducted in the area of cloud computing those have addressed various security issues. In past three decades, the world of computation has changed from centralized (client-server not web-based) to distributed systems and now we are getting back to the virtual centralization (Cloud Computing). Location of data and processes makes the difference in the realm of computation. On one hand, an individual has full control on data and processes in his/her computer. On the other hand, we have the cloud computing wherein, the service and data maintenance is provided by some vendor which leaves the client/customer unaware of where the processes are running or where the data is stored. So, logically speaking, the client has no control over it. The cloud computing uses the internet as the communication media. When we look at the security of data in the cloud computing, the vendor has to provide some assurance in service level agreements (SLA) to convince the customer on security issues. Organizations use cloud computing as a service-infrastructure; critically like to examine the security and confidentiality issues for their business critical insensitive applications [2] .
At the same time security has emerged as arguably the most significant barrier to faster and more widespread adoption of cloud Computing. This view originates from perspectives as diverse as academia researchers, industry decision makers, and government organizations. For many business-critical computations, today's cloud computing appears inadvisable due to issues such as service availability, data confidentiality, reputation fate sharing, and others. To add to the confusion, some have criticized the term cloud computing as too broad. Indeed, cloud computing does include established business models such as Software as Service, and the underlying concept of on-demand computing utilities goes back as far as early time-sharing systems. At the same time, the lack of consistent terminology for cloud computing has hampered discussions about cloud computing security. Thus, security criticisms of cloud computing have included a murky mix of ongoing and new Issues. This context frames the genesis of our paper. We recognize that security poses major issues for the widespread adoption of cloud computing. However, secure or not, cloud computing appears here to stay. Thus, our ambition is to get past terminology issues to sort out what are actually new security issues for cloud computing, versus broader and more general security challenges that inevitably arise in the Internet age. Cloud computing security is beyond confusion, and to some degree fear of the unknown, by providing a comprehensive high-level view of the problem space [6] .
Perhaps the biggest concerns about cloud computing are security and privacy. The idea of handing over important data to another company worries some people. Corporate executives might hesitate to take advantage of a cloud computing system because they can't keep their company's information under lock and key. The counterargument to this position is that the companies offering cloud computing services live and die by their reputations. It benefits these companies to have reliable security measures in place. Otherwise, the service would lose all its clients. It's in their interest to employ the most advanced techniques to protect their clients' data. Privacy is another matter. If a client can log in from any location to access data and applications, it's possible the client's privacy could be compromised. Cloud computing companies will need to find ways to protect client privacy [7] .
Adapting Cloud Computing
Cloud computing is important in storing data that would otherwise require much space for storage (hard drives). It enables clients to access their data and applications from any registered device and at any time. A proper linkage to the internet is, however, the primary requirement to carry out cloud computing. It is also an effective way of protecting the business from disasters and ensures continuity. The idea of having an external storage system brings the cost of purchasing hardware for a firm down. Cloud computing reduces the need for a company acquiring an addition of hardware since it's enough to use computers with enough processing power to run middleware [8] . Figure 1 shows how cloud computing is adapted. Firms that have integrated cloud computing get broad access to the various computer applications available. It is, however, achievable if the computers the company is using have the right software to incorporate cloud computing into their computers. In most businesses, it is common to find rented space to store databases and servers because of lack of space in their physical space. It is, therefore, important to use somebody's hardware that they can quickly retrieve. Integrating cloud computing services saves on the services of IT personnel. Using this service requires little maintenance. Cloud computing is created by scientists and researchers who work endlessly to ensure it is difficult for personal computers to hacking and disrupt the normal functioning of the system [7] .
Most companies and business firms use cloud computing services provided by the Public cloud SaaS. These include email services such as Hotmail, Gmail, and storage services such as Google Docs and Dropbox. Some companies opt for Private Cloud however only a small percentage has adopted it already. Under cloud computing email (Gmail, Windows Live Hotmail), backup (DropBox, Google Docs) and data storage emerge as the most sort services.
When a user wants to adopt cloud computing, he/she is afraid that his/her information may be readily available to the public or internet scams. Security and data privacy are a major concern before a client willingly submits work for cloud storage. It presents a fundamental risk when undertaking IT services, especially for critical and personal data. Lack of insurance for keeping their data safe, cloud computing adoption is slower since clients are not assured of the protection and encryption of their data. To access cloud services one mostly uses a browser that may mistakenly or willingly share information like any other websites such as the cross-site scripting or SQL injection. On the back end of the system, cloud computing relies more on the virtual machines for digital storage, and this may compromise sensitive data upon unauthorized access. Cloud computing providers have various centers set up in different geographic locations to satisfy client needs all over the world. Most customers have no idea of where their data is stored. Regulatory and legal issues often arise and there is a need for careful consideration when choosing the physical site of these information centers since the diversity of regulation in different countries can narrow and govern the supervision of data stored in cloud computing [4] .
Cloud computing, as observed, uses different deployment models that carry their security issues. The totality of internet security is impossible. The communications infrastructure for example, as a Service (Iaas), construction of the infrastructure and the abstraction layers are the responsibility of the cloud service provider, and the remaining stack depends on the viability of the client's security system when on the internet. Data intrusion is most likely to happen if companies move applications outside the firewalls of their corporate. The IaaS model is, however, prone to attacks on the protocols that use the XML signature, for example, SOAP messages (Simple Object Access Protocol). These kind of protocols provides authentication for the messages that pass throughout the network.
Using the Platform as a Service (PaaS) classification model, the safety of the communication podium remains the responsibility of the cloud service providers. However, the totality of their provided security does not guarantee to cover applications that are developed by the consumers. The integration of cloud service integrity and mandatory subject with PaaS cloud model is an issue that should be carefully looked into for consideration. Despite the service providers handling much of the security, PaaS models may suffer attacks from cloud malware introduction and corrupt-ing the metadata spoofing [9] . Software-as-a-Service (SaaS) model provides security for all platforms such as physical, infrastructure, applications, data and other environmental safety capabilities. This model, however, faces the challenge of unauthorized access since data is transferred over the Internet through a remote server. It is, therefore, a risk that may permit enemies to get hold of passwords and damage stored data in the long run. Several measures can be put into practice to solve the safety problem. Implementing a strong verification method that has absorbed encrypted procedure and one that ensures maximum security backup applications could eliminate some of the threat of security.
Vendor lock-in Cloud computing lacks standards they are supposed to meet to operate efficiently. Interoperability and manageability are some of the two major issues of storage cloud computing providers that may result in an economic impact. Interoperability focuses on the migration and more on the integration of applications and data from the several vendors found in the cloud services. Standardization, however, ensures that requests of different providers in the cloud service business can operate with each other and so is the same case as with data as well as protocols. If standardization is met, joint coordination and control will be achieved [4] .
Communication in Cloud Computing
Cloud computing is discussed after dividing it into two segments: the front part and the back part. Figure 2 shows communication steps in cloud computing. The front part is the client or the computer user and the back part is the cloud division of the whole system. The personal computer will need a submission to gain entry to the cloud computing coordination depending on the interface of the cloud services. The back system comprises of computers, information storage space systems and servers who create the cloud of computing services, it is important to note that most of these applications must have its dedicated server. The interrelation of the front end and back end is enabled by a virtual server that manages the coordination by supervising the traffic and the demands specifically requested by the client. It is enabled by following protocols and employing software that is termed as middleware (consent to computers to establish contact with all others). A cloud computing system works by making copies of information belonging to the client to other digital storage devices. These copies facilitate the vital server the right to use backup equipment to regain data to make it available to the customer. The process of making and replicating data to copies as the backup is called redundancy [7] .
Internet security is a vital factor in determining the effectiveness of cloud computing and social networking. Most activities of today, such as shopping depend on the internet for buyers to meet sellers. Social media, on the other hand, requires users to log on to meet other users. Use of the internet, however, possesses some risks such as hackers getting access to personal messages or bank account information. Such breach of personal details will result in the exposure of personal details to malicious users. Bank accounts are likely to lose money and lock the owner from accessing his/her bank account. It implies that internet security should be top notch. Social media sites have been the most affected with users being affected the most from online predator. It is an issue that is more rampant to new users who are easily brainwashed by other older users online. Lives have been lost as a result of meeting strangers online on scheduled private dates. Internet security should protect cyber bullying and internet theft. Parents and guardians should be responsible for the contents their children view on the Internet. It is not necessary that another user online is responsible for interfering with other people's accounts; there are computer viruses that affect the normal functioning of the internet and the computer programs [10, 11] .
Threats to Cloud Computing
There are numbers of vulnerabilities and threats in cloud computing that an attacker can executes. They are described below.
Computer Viruses
Computer viruses are software programs with the ability to replicate themselves into other computer programs and are likely to cause damage to the computer hardware, software and data. Computer viruses have the tendency of deleting or corrupting data that is of substantial use. Hackers often use malicious software's to damage computer programs or systems of organizations or banks. Antivirus software helps to protect from computer viruses. They detect and remove viruses from a computer if they are transferred from other computers or downloaded with files from the internet [12] .
Spyware
Spyware is a program installed on a computer most of the time unknowingly and sends information about a third party and how to use a computer. Spyware commonly enters a computer through an installation of free software from a source that is not trusted. Antivirus cannot protect spyware since upon authorization to download a program; the user allows the infected program to be installed on a computer. In most instances, spyware works by collecting passwords and try to match them with files that link up to credit number and steal from a user after a correct password are identified. Protection from spyware requires antivirus that comes with spyware management tools [13] .
Phishing Scams and Spam
Phishing scams are malicious emails sent from particular websites that require logins to sensitive details. For these emails to work, they need login in presence to confirm something. The emails under this line of scam look official to the extent of using logos and formal language.
Spam is identified as electronic junk. They vary on the subject of context, depending on what will interest the user [22] . Spammers spy on a user's account using a technique known as the directory harvest that attacks and send messages to many people. Many people will often fall prey to such emails and will consider logging in. The best way to block spammers is to use the blacklists provided in the social domains and filter them from contacting the user.
Vulnerable transmission and Insecure Interface
Data transferred from clients to the cloud needs to be properly encrypted by using SSL/TLS, which prevents at-tackers from intercepting un-encrypted data off the wire. The data can be intercepted by man-in-the-middle attacks, which can be hard to decrypt. Various web cloud services are exposed by APIs, which are accessible from anywhere on the Internet. Malicious attackers with the authentication/authorization token will be able to access the API in the customer's name and therefore be able to manipulate the customer's data. It's imperative for the CSPs to provide secure APIs to minimize the attack surface.
Malicisous Insiders and Data Breach
Any employees could have complete access to enterprise data and resources, so company needs to have security measures in place to track employee actions like viewing customer data. Since many companies doesn't always follow the best security guidelines or security policies employees can gather confidential customer information without being detected [14] . A Virtual Machine (VM) could have access to the data of another VM on the same physical host, which could lead to a data breach. By having multiple VMs, each belonging to separate enterprises, on the same physical server, one company could have access to the data of another company. These attacks are known as side-channel attacks, in which data is stolen from shared components like processor's cache, for instance.
Service Hijacking and DoS Attack
If cloud access is only password protected, an attacker that knows the password will have equally easy access. Therefore, it's better to use two-factor authentication when available. This requires an attacker to also have access to the user's phone in the case that SMS messages are enabled for additional security to be able to access the cloud service. An attacker can disrupt cloud services by issuing a DoS attack against the cloud service to render it inaccessible. There are several ways an attacker can disrupt the service in a virtualized cloud environment by using shared resources like CPU, RAM, disk space or network bandwidth.
Shared Technology Issues
IaaS vendors deliver their services in a scalable way by sharing infrastructure. Often, the underlying components that make up this infrastructure (e.g., CPU caches, GPUs, etc.) were not designed to offer strong isolation properties for a multi-tenant architecture. To address this gap, a virtualization hypervisor mediates access between guest operating systems and the physical compute resources. Still, even hypervisors have exhibited flaws that have enabled guest operating systems to gain inappropriate levels of control or influence on the underlying platform. A defense in depth strategy is recommended, and should include compute, storage, and network security enforcement and monitoring. Strong compartmentalization should be employed to ensure that individual customers do not impact the operations of other tenants running on the same cloud provider. Customers should not have access to any other tenants actual or residual data, network traffic, etc.
Virtual Machine Escape and Lake of Understanding
In virtualized environments, the physical servers run multiple virtual machines on top of hypervisors. An attacker can exploit a hypervisor remotely by using vulnerability present in the hypervisor itself such vulnerabilities are quite rare, but they do exist. Additionally, a virtual machine can escape from the virtualized sandbox environment and gain access to the hypervisor and consequentially all the virtual machines running on it [15] . Enterprises are adopting the cloud services in every day operations, but the usual case is they do not really understand what they are getting into. When moving to the cloud there are different aspects we need to address.
Efficiency of Cloud Computing
The current market is not ready for the adoption of cloud computing, but it demands the services of cloud computing. The companies that have adopted cloud computing enjoy a variety of fast and efficient internet services, thus saving a lot when it comes to consistent check-up of stored data on hard drives. There are reasonable ideas on why cloud adoption is necessary for companies [16] .
Economic Neccessity
When a business finds it necessary to cut its expenses, it may consider cloud computing as an effective measure on cutting on costs. Support from the main stream software vendors most main stream vendors bring cloud services to our desktops and ready for use. They are easily available in our markets and eliminate the cost of finding new providers who require a subscription fee. Demand of small businesses for high-end features-starting a business requires enough capital to get it on its feet. Small businesses are likely to be limited to cash sources, therefore, they should maximize on the little amount they get. It is important for a business to invest in good cloud computing vendors that will not be replaced in the near future. Cloud technology has already passed the proving ground stage [17] .
Slow Adaption of Cloud Computing by Companies
Despite the benefits of cloud computing being considered more than the traditional methods, companies are still slow in adopting the system. It is different on how the companies view cloud computing and other technological advancements. For this reason, adaptation to new technology is slow for most companies depending on the situation of the company. Slow adaptations are attributed to the following [18] .
 Implementation is not always a simple process: most enterprises seeking cloud services will require a cloud application that is easily customized to suit their demands. It is a costly affair to integrate the needs of these enterprises with the protocols of the system.  Unavailability of competitive advantage: cloud computing services is homogenized just like most IT companies belong to Intellectual Property.  Hidden costs: cloud computing vendors tend to sensitize that cloud computing is cheaper than a corporation to use still the traditional storage options of software and hard drive. The addition of user licenses, added functionality, and the different customizations can elevate the prices of cloud computing services.  Service levels: companies will adopt a cloud computing system after seeing an advertisement of a cloud computing service provider without much research of the service vendor. Upon the first installation, companies' expectations are so high that under performance may influence a natural elimination of the service.  Data Protection: Closely tied in with security, enterprises are concerned about data protection. Many governments place strict data protection requirements on large companies and standards audit schemes such as ISO-9001 place additional restrictions on firms. Obviously downtime and performance issues are a major consideration, which highlights the need for a different approach to engineering and infrastructure when switching to cloud computing
Privacy Challenges of Cloud Computing and Companies Concerns
In the Cloud-computing environment, Cloud providers, being by definition third parties, can host or store important data, files and records of Cloud users. While outsourcing information to a cloud storage controlled by a cloud service provider relives an information owner of tackling instantaneous oversight and management needs, a significant issue of retaining the control of that information to the information owner still needs to be solved [19] . It is difficult for companies and private users to keep at all times in control the information or data they entrust to Cloud suppliers. Privacy is an important issue for cloud computing, both in terms of legal compliance and user trust, and needs to be considered at every phase of design [20] .
Companies that still use the traditional methods are bound to still incur expenses for purchasing hardware for their storage. However, efforts to make them adapt to the new system has proved to be difficult as the management of companies tend to stick to their traditional system arguing out that cloud computing system faces many threats [18] .
Critical applications and sensitive data to public cloud environments are of great concerns for those corporations that are moving beyond their data centers network under their control. To alleviate these concerns, a cloud solution provider must ensure that customers will continue to have the same security and privacy controls over their applications and services, provide evidence to customers that their organization are secure and they can meet their service-level agreements, and that they can prove compliance to auditor. Effectively integrating security into a Manufacturing and Control System environment requires defining and executing a comprehensive program that addresses all aspects of security, ranging from identifying objectives today-to-day operation and ongoing auditing for compliance and improvement.
Conclusions
Comparing companies that have adopted cloud computing and those that still use traditional methods, it is observed that cloud computing falls in a better category to be adopted by new companies in the market rather than sticking to traditional methods. Cloud computing is a new era of the Industrial Revolution. Adaptation of cloud computing is already rampant in our current society since Smart phones come with pre-downloaded cloud service applications. More adoptions mean that cloud infrastructure continues to change every day to suit the needs of the market. Corporate process becomes decentralized when they adopt cloud computation. As much as the disadvantages outweigh the benefits, cloud computing is the new future in our world. The future is heading to cloud computing as the new normal.
The same way computer devices have changed over the years, from very large to the smallest chip, software storage, and use of hard drives will also become obsolete. Governments all over the world have the obligation of sensitizing the adoption of cloud computing, despite the negative impacts of compromised internet security. Improved internet security advances the probability of people adopting into this kind of system. Elimination of threats from malicious users, through the government establishing a strong forensic computer lab, is the greatest push for cloud computing adaptation.
